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Abstract—The intelligent industrial environment
developed with the support of the new generation network
physics system (CPS) can realize the high concentration of
information resources. In order to carry out the analysis
and quantification for the reliability of CPS, an automatic
online assessment method for the reliability of CPS is
proposed. It builds an evaluation framework based on
knowledge of machine learning, designs an online rank
algorithm, and realizes the online analysis and assessment
in real time. The preventive measures can be taken timely.
And system can operate normally and continuously. Its
reliability has been greatly improved. Based on the
credibility of the Internet and Internet of things, a typical
CPS control model based on spatiotemporal correlation
detection model is analyzed to determine the
comprehensive reliability model analysis strategy. based
on this, we propose a cps trusted robust intelligent control
strategy and a trusted intelligent prediction model.
Through simulation analysis, the influential factors of
attack defense resources and the dynamic process of
distributed cooperative control are obtained. CPS
defenders in distributed cooperative control mode can be
guided and select appropriate defense resource input
according to the cps attack and defense environment.

Index Terms— CPS and AI; Internet of Things;
Trustworthiness model; Against and Attack; Industrial
Environments

I. INTRODUCTION

he proposal and development of Cyber-Physical Systems
provides a new idea and approach for the deep integration of
computer system, information system and communication
system. CPS is an intelligent system in which computing units
and physical objects are highly integrated and interacted in a
network environment[1-3]. CPS includes the Internet of Things,
information physical integration energy system or energy
Internet, smart grid, intelligent transportation system,
intelligent manufacturing system Intelligent logistics systems,
etc., have become the core technology to support and lead a
new round of industrial transformation[4-5]. In artificial
intelligence and machine learning, data and application
scenarios are very important. If we can abstract the application
scenario into a model, use Data, combined with the correct
algorithm, then information trusted applications will be great
for network information credibility has become one of the key
issues of Internet development and application whether
artificial intelligence can be successfully applied to the trusted
field, involving Several measurable factors: adaptability,
interpretability and enforceability of algorithmic training [6-10].
Traditional physical systems (such as industrial control systems,
drive systems, medical devices, etc.) are relatively difficult to
access, penetrate, and enforce attacks by attackers because of
their relatively isolated operating environment and the use of
dedicated channels for communication. Due to the need of
informatization and intelligence, traditional physical systems
have gradually evolved into cps, and the operating environment
of the system has been opened and interconnected through

closure and isolation[11-13]. While improving operational
efficiency, it also provides new attack channels for attackers,
making CPS more vulnerable to internal or external attacks.

For example, Stuxnet attacks invade nuclear facility control
systems through U disk ferries, while WindShark directly
accesses through physics. Manned Wind Farm Control System
Once an attacker breaks through the CPS network boundary
and enters the internal network, the attack success rate may be
higher than the Internet attack, and the threat may be greater
[14-17]. Most physical systems design fault diagnosis and
safety emergency measures from an engineering safety
perspective. For example, the stuxnet attack tampers with the
reported system measurement data, making the control center
unable to detect system anomalies, black energy destroys the
system communication module and uses denial of service
Attacks interfere with grid calls [18-20]. The service system
makes the system's default emergency response and defense
strategies not implemented effectively. The common features
of these attacks are: formulating corresponding attack strategies
for specific business processes and trusted plans of physical
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systems, using network attack technology to implement
coordinated attacks on multiple targets, and bypassing physical
trusted systems to disrupt the normal operation of the system.
Even destroying physical equipment[21-24]. In the future,
based on artificial intelligence-based autonomous learning and
powerful database analysis capabilities, people can anticipate
dangers in advance and truly kill threats in the cradle, thereby
greatly improving the agility of network physical credibility.
The credible control of CPS is shifting from physical credibility
to physical and social factors integrated disaster
prevention[25-28]. However, due to the characteristics of CPS,
such as large-scale data processing, continuous on-line
operation of the system, operators can only conduct closed
feedback and so on, it is urgent to realize the real-time
reliability evaluation of CPS. To promote the in-depth
integration of informatization and industrialization is to
profoundly grasp the characteristics of the era of global
informationization and the process of accelerating the
convergence of industrialization.

II. RESEARCH STATUS OF TRUSTWORTHINESS MODEL

The security status of industrial IoT system is a
comprehensive appearance under time accumulation. It is
necessary to comprehensively consider the time series
evolution law of key parameters of system operation. Therefore,
space-time analysis method is needed, and differential equation
model is an effective model to describe the spatio-temporal
distribution of parameters. In order to eliminate the limitations
of the differential equation model for only a few key parameters,
this study considers the other redundant parameters of the
system state to correct and compensate for the deficiency of the
differential equation model[29-30]. The accuracy of system
security status detection and forecasting is measured by the
length of equipment life extension and system operation
stability. These two indicators are also the most critical
indicators for the practical application of industrial Internet of
Things.

A. Typical CPS control model
The ability to defend against information network attacks is

an important measure of CPS performance. trustworthiness
events in recent years have shown that the means of attack
faced by CPS are constantly being updated, and its diversity
and concealment greatly increase the cost and cost of defense.
Successful systems Defense is usually based on a thorough
understanding of system architecture and attacks. Therefore, it
is necessary to fully understand the characteristics of CPS
attacks and existing anomaly detection mechanisms, and
develop targeted defense strategies to enhance system
trustworthiness[29-30].

The coupling of information system and physical system is
the difficulty in establishing CPS integrated trustworthiness
model. It not only analyzes the topology structure and
trustworthiness monitoring mechanism of different systems,
but also considers the information exchange mode and
trustworthiness vulnerability between the two types of systems.
Firstly, the existing CPS system model and trustworthiness
monitoring mechanism are summarized. Combined with the
existing threat model, focusing on the concealment of control

signals and measurement signals tampering attacks, a CPS
integrated trustworthiness model is proposed.

Fig. 1. CPS control model

A typical CPS consists of a control center, physical
equipment, actuators, and sensors, as shown in Fig. 1. When
the system state changes within a certain range, CPS can be
approximated as a linear system. Since linear system theory and
methods are mature, the linear time invariant (LTI) system of
discrete time is taken as an example to illustrate the modeling
ideas and methods. Specifically, the LTI model can be
described as follows:

][][][]1[ kkBukAxkx y (1)

][][][ kkCxky y (2)
x[k] and y[k] represent the state of the system and the

measured value of the sensor, u[k] represents the control signal,
A, B, C represents the system matrix, the control matrix and the
measurement matrix respectively. ωx[k] and ωy[k] both obey
the zero mean multivariate Gaussian distribution, and the
covariance matrix is Q and R. Both the control signal u[k] and
the sensor measurement y[k] are transmitted by the
communication network.

The formula presented in Fig 1 is a schematic diagram of the
time domain equation of physical parameters as a function of
time. In practical applications, these formulas use Laplace
transform to transform differential equations into algebraic
equations, and the solution process and analysis process can be
realized.

The measurement data of the industrial control system needs
to be preprocessed, mainly including state estimator and
anomaly detector. The detection principle can be divided into
two categories: one is to use the state of the system past time to
predict the future state, and according to the prediction Results
and measurement results were used to detect abnormal data. In
this paper, it was named as time-dependent detection. The other
type was cross-validation through the correlation between
different sensors of the system to achieve the purpose of
detection. This article named it space-dependent detection.
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B. Time-dependent and spatially correlated detection
models

The main members of the steel product traceability system
include: steel companies, distribution, product users, quality
regulators, etc. The information of the steel enterprise includes
the registration information of the enterprise, the raw material
composition of the product, the production process data of the
product, the product quality data, etc. The information of the
distribution includes the batch, packaging, and the logistics
date, etc. The information of the product user includes the
required product category, use, quality traceability, etc. As a
result, part of the data relationship between the product
manufacturing chain and the supply chain is shown in Fig. 2,
and when a problem occurs at a node, the impact can be traced
back or up along the data relationship network to improve the
product supply and related dispute resolution efficiency.

Fig. 2. Partial data structure relationship of Iron and Steel Product
traceability system

Fig. 3. The typical node update function update() follows a logical
algorithm

At present, the graph computing system generally adopts the
node centered programming model or interface. The user can
customize a node update function update (), and the graph
calculation system will complete the calculation task by calling

the update function for each node. This function describes the
operations that a node needs to perform in a round of iterations.
A typical node update function, update(), follows the pseudo
code shown in Fig. 3.

C. Comprehensive Trustworthiness model analysis
This section mainly analyzes the CPS integrated

trustworthiness model in the attack scenario. In order to ensure
the universality of the analysis, the attack scenario where the
control signal and the measured value are simultaneously
tampered with is considered. The symbol is used to indicate the
normal state. The physical quantity underneath, and define the
amount of attack the system suffers as follows (to facilitate the
omission of the time index in the definition of this section)

(1) Use xa and ya to represent actual system status and sensor
measurements, respectively.

(2) Use mmmm ,u,εy, x ˆˆ to represent the state estimation value
of the control center, the predicted value of the sensor
measurement, the anomaly detector residual and the determined
control signal.

(3) Use ua to indicate the actual control signal received by the
actuator. This signal has been tampered with by the attacker.
Specifically, ua=um+au , where um is the control command
issued by the control center. au∈Rl is the malicious injected in
um control signal.

(4) Use ym to indicate the measured value of the sensor
received by the control center. This signal has also been
tampered with by the attacker. Specifically, ym=ya+ay, where

m
y Ra  represents the malicious signal injected into the actual

measured value of the sensor ya.
From the point of view of the controlled physical system, the

control commands received by the physical system have been
tampered with by the attacker, and the physical system makes
an erroneous decision based on the instruction. At the same
time, the measured value of the current state is also tampered
with by the attacker.

At time k, the control commands, system state equations and
measurement results accepted can be expressed as:

uma  + a = uu (3)
][][][]1[ k + wk + Buk = Axk + x xaaa (4)

][][][ k + wk = Cxky yaa (5)

From the control center, the measured value my received by
the attacker has been changed to the data under normal
conditions. The control center detects the abnormality of the
received measured value. After it is determined to be normal, it
will send according to the control policy. Control signal mu . At
time k, the tamper-received sensor measurement will affect the
system state estimation process shown in equations (2) and (3),
the anomaly detection shown in equation (4), and equation (5).
The control algorithm shown in can be expressed as:

])1[][][ˆ( ]1[ˆ 1 k + , Yk, UkX= Lk + x mmmm (6)

]) [ ],[ ],[ˆ( = 1] + [ˆ 2 kYkUkXLky mmmm (7)
]1[ˆ]1[]1[  ky-k = yk + ε mmm (8)

)]1[][]1[ˆ(]1[ 03 ,xk, Yk, UkX = Lk + u mmmm  (9)
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The differential equation model with the same structure is
adopted, and the model analysis method is consistent with the
previous method. The threat model under time-varying attack is
taken as an example for analysis. In addition, the threat model
under the space-related data integrity attack is similar to the
threat model under the time-related attack, which is not
described here.

The core idea of the CPS integrated trust model designed in
this paper is to abstract the possible situation of CPS attack
from the perspective of the system administrator, and abstract it
into the system control flow, and adaptively modify the
measured values and control commands. The constructed
credibility constraint space is a defensive measure that CPS can
take during the attack. It provides a feasible theoretical way for
researchers and managers to understand the comprehensive
reliability of CPS.

III. RESEARCH STATUS OF SAFETY PERFORMANCE
ANALYSIS

This paper proposes a new power CPS security risk
assessment framework as shown in Fig. 4, which aims to
estimate the credibility of industrial IoT systems and provide
guidance for the prevention of system security risks. The
preferred subject model of attack prediction and defense
strategy is the differential equation model. To compensate for
the defects of the main model, the data-driven and artificial
intelligence algorithms are used to correct the attack prediction
model to obtain the optimal defense strategy. The typical case
has three parts. Part A introduces the case application
framework, Part B introduces the key principles and theoretical
analysis, Part C shows the practical application effect, and the
three progress in layers to clearly define Trustworthiness in
Industrial IoT Systems Based on Artificial Intelligence.

A. CPS Trustworthiness robust control strategy
For the attack defense trustworthiness problem of CPS

network, this section proposes a VPP distributed economic
scheduling strategy. Based on the designed strategy, even in the
network attack threat environment, the micro-increasing rate of
the DG group can converge to the optimal solution of the
optimization problem according to the convergence rule. In this
strategy, a distributed credibility manager is set up to monitor
the status of the credibility information of each DG through the
designed observing communication network. When the
confidence value of a DG falls below the set threshold, it will
be isolated by the NCS to avoid the serious harm that the
malicious attack may cause to the CPS.

(1) Network to CPS attack detection process
To achieve detection of maliciously following DG n , DG

 nNi uses the N information from the observed
communication sub-network to assess the feasible range of its
rate of increase. In terms of implementation technology, this
information can be added to the transmission packet of DG n
and sent to all DG  nNi

Fig. 4. Overall frame map

When certain conditions are met, by virtue of the information
in the observed communication sub-network, any DG

},,1{ Ni  can estimate the upper and lower limits of the
micro-increment rate in the next iteration of any of its receiving
neighbors DG  nNj :

Where  is the lower bound of the adjacency matrix element;
 max

j k and  min
j k are defined as

         max minmax | , min |j l j j l jk k l N k k l N         

 max
jD k ，and  min

jD k are defined as
             m ax m ax m in m in= | , = |j l j j l jD k l k k D k l k k    

The above formula gives the maximum and minimum
possible reasonable values of the micro-increment rate of DG j
in the next iteration period. If the following inequality is not
true

     low up
j j jk k k    (10)

Then DG i suspects that it receives the neighbor DG j state
abnormality, determines that it is a suspicious node, and
prepares to initiate the edge and isolation process; where λj(k) is
the micro-increment rate information that DG i receives from
DG j. This establishes a detection mechanism for following
DG.

On the other hand, in the mechanism for detecting the
malicious leader DG, one of the neighboring DGs of the leader
DG can be set as the agent leader DG, which is responsible for
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direct monitoring. Take the DoS attack and replay attack as an
example. The detection principle is as follows:

1) If the following relationship is true
 l k  (11)

It is believed that the leading DG is attacked by DoS.
2) If the following relationship is true

ref out convP P e  and    1l lk k   (12)

The leader DG is considered to be replayed; where conve is a
reasonable convergence error constant.

(2) Marginalization and isolation process
The DCLM located local to each DG information terminal

can maintain and update the confidence    ij ic k j N   of its
receiving neighbor DG j. The initial value of the credibility is
set to  0ijc . The credibility update principle is

 
  

 
max 1,0 If , Suspicious

1
Other

ij
ij

ij

c k DG j
c k

c k

  


(13)

For the malicious DG jthat is attacked, the sending neighbor
DG i will gradually reduce its credibility. At this time, DG j will
be gradually marginalized according to the following rules:

 
 

 
ij

ij
i

ij c
ij

ij c
l N

c k
a k

c k








  


  




(14)

Where ijc is the threshold of credibility )(kcij , which can be

calculated by an advanced intelligent algorithm; 
yx][ is

defined as

  if,
0 othery

x x y
x  

 


(15)

Assume that the adjacency matrix A(k) is a row random.
According to the above principle, the weight of the control
communication line connected to the malicious DG will
gradually decrease until it is finally 0, at which time its
transmitting neighbor will disconnect all communication lines
between them. When all relevant control communication lines
are removed, the malicious DG is also completely isolated from
the communication network. At the same time, the malicious
DG is also physically isolated from the distribution network,
completely preventing its possible harmful effects on the entire
system.

It should be noted that in the case where the leader DG is
attacked, when the original malicious leader DG is isolated, the
agent leader DG starts to receive the information Pref=Pout

delivered by the superior EMS, so that the VPP is again
controllable.

The VPP distributed economic scheduling strategy robust to
network attacks proposed by this research has strong
convergence characteristics, and can resist various types of
network attacks including non-collusion and collusion network
attacks, and various types of communication failures. Baton.
When a malicious DG violates the above conditions, it will be
gradually marginalized and isolated from the NCS.
Robustness’ intuitive expression is shown in Fig. 5.
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Fig. 5. Robustness

B. CPS Trustworthiness assessment method
Traditional grid risk assessment is generally based on

historical data or current data. The results obtained are “static”
results in the current state of a single time scale, which are
transient short-term scale risks, while multi-time scale risk
assessments are required. Consider the risk of the system for a
period of time in the future, namely the long-term scale risk.
The power CPS trustworthiness assessment proposed in this
paper comprehensively considers the single domain
trustworthiness and the cross-domain trustworthiness. The
former represents the direct loss caused by the attack on a single
information and physical system, and only considers the current
vulnerability of the system and the risk of being attacked. The
static short-time scale risk can guide the defender to protect the
relevant equipment in time; the latter considers the fault
propagation process caused by the attack, and studies the
system risk in the future period after the attack occurs, which
belongs to the long-term scale risk, and the power CPS The
re-planning of the safety structure has important guiding
significance. Therefore, the combination of the two can more
fully understand the trustworthiness of CPS.

The safety risk calculation method in this paper adopts the
classic risk assessment model - the Rand risk assessment model:
RT=PVC. RT is the expected value of the ultimate loss of the
target, representing the risk; P is the probability of a target
being attacked, “threatening”; V is the probability that a target
will eventually be destroyed after being attacked,
“vulnerability”; C is a target The magnitude of the damage
caused by the attack and eventually being destroyed represents
the consequences.

The cross-domain trustworthiness assessment method
adopted in this paper first establishes an information system
network model N1=(V1,α1) and a power system network model
NP=(VP,αP) based on complex network theory. Among them, V1

is a set of middle nodes in N1, V1 is a set of middle nodes in N1,
N1 satisfies the idempotent rate, that is, the proportion of nodes
whose degree is k in the network N1 is P1(k). Then, using the
attack prediction result as input, combined with the power CPS
network topological degree distribution characteristics and the
information physical interaction system cross-domain
connection characteristics, the probability model of the attack
fault cross-domain propagation process is established, and the
dynamic fault probability is calculated. The times of successes
is positive, and the times of failures is negative. Attack
experiment warning is shown in Fig. 6.

Authorized licensed use limited to: University of Waterloo. Downloaded on May 31,2020 at 02:30:28 UTC from IEEE Xplore.  Restrictions apply. 



1551-3203 (c) 2020 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TII.2020.2994747, IEEE
Transactions on Industrial Informatics

Fig. 6. Attack Experiment Warning

The online queuing algorithm is used to predict the system
state in real time. The online queuing algorithm can evaluate
CPS transparently and automatically. It can work in parallel
with CPS without any influence. It has high feasibility. The
whole evaluation process works on-line and circularly, keeping
synchronous with the operation of CPS system, which can
effectively improve the system reliability. The workflow steps
are as follows:

Step1. Obtain system status information and component
experience data set information from CPS.

Step2. According to the collection and information, the
online queuing algorithm is used to build the prediction queue
to evaluate the reliability of the system.

Step3. As the evaluation result, the predicted queue is fed
back to the operator's visual interface in the form of alarm.

Step4. The operator shall refer to the alarm information and
take corresponding improvement measures for specific
components of the components that may trigger the next system
fault to ensure that the CPS operates without fault.

In CPS, a physical system node is called a power element, an
information system node is called an information element, a
power element that provides power support for an information
element is called a supporting power element, and an
information element that provides control support for a power
element is called a supporting information element. Define the
meaning of the power element/information element fault to
avoid confusion with traditional faults.

Pseudo code of online queuing algorithm, as shown in Fig. 7.
Because the system will not fail only if its own node is not

faulty and at least one neighbor node is not faulty, that is, the
non-fault probability is 1-γ=(1-θ)(1-ρ) , so the average failure
probability of the node is

  )1)(1(1 (16)
After the above attack failure cross-domain propagation

algorithm, the final power CPS failure probability is obtained
(γ1,γp). Since the fault loss is the product of the node average
failure probability γ and the total node value C, the final
cross-domain trustworthiness can be calculated according to
the power element and information element value and
vulnerability index Cip, Vip and Cji, Vji. obtained from the single
domain trustworthiness assessment phase.

  P
j

P
j

I
i

I
ic VCPVCR 1 (17)

Fig. 7. Pseudo code of online queuing algorithm
The security protocol research includes two aspects: node

security and information security between nodes. The main
solutions for current node security include trusted root-based
identity authentication, which uses the trusted platform module
as a built-in trusted root, and uses this as a starting point,
combined with secure boot, data storage protection, integrity
metrics, and trusted delivery. And other technologies, adopting
step-by-step measurement, verification and delivery methods to
complete node credibility evaluation. In this paper, a secure
link state routing protocol based on node credibility is applied.
By introducing trust and CPK-based security authentication
mechanism in the network, the security of information
interaction is enhanced on the one hand, and the node is
considered comprehensively in routing decision. Credibility
and path credibility, the path to choose high security credibility
for information transmission.

C. Analysis of safety risk assessment results
In the experiment, appsim simulation platform is used,

Matlab / Simulink software is integrated, data classification,
redundancy check and trend monitoring are used to build the
model, and self tuning is realized by this method. For the
acquired system state information, 80% of the data is used for
classification model training, and 20% of the data is used for
blind test. In order to check the redundancy, firstly, the history
and test system state information instances are transformed into
vector groups by using vector space model.
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As shown in Fig. 8 is Cascade mean failure probability
change caused by attack. It is known that θ is the probability of
failure caused by the failure of the node itself in the system, ρ is
the failure probability caused by all the failures of the neighbor
nodes in the system, and γ is the probability that any node in the
system will leave the maximum connectivity graph of the
network due to the failure, that is, the average failure of the
node Probability.
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Fig. 8. Cascade mean failure probability change caused by attack

The total number of offensive and defensive resources SA and
SD are two key factors affecting the level of system
vulnerability during the game phase. The sensitivity analysis of
them are shown in the Fig. 9.

The simulation results and analysis conclusions of this
section can help guide the CPS defenders of the distribution
network with distributed collaborative control mode, and
choose how to invest the appropriate amount of defense
resources according to the CPS attack and defense
environment.

Fig. 9. 3D map of the impact of changes in total offensive and defensive
resources on system vulnerability

In the game phase, in addition to the influencing factors of
the network attack and defense, the dynamic convergence
process of the distributed collaborative control itself will also
affect the system vulnerability assessment results. The
following is a description of the influence mechanism through
the simulation example, and then the sensitivity analysis.

Simulation analysis of the impact of network attack time and
control scheduling commands on the vulnerability of
distribution network CPS. The simulation results are shown in
Fig. 10.

Fig.10. 3D map of the impact of collaborative control dynamic processes
on system vulnerability

where the scheduling ratio is defined as the ratio of the
reference power Pref to the maximum allowable output of the
VPP, which shows that as the VPP dynamically adjusts
according to each control scheduling command, the attack and
defense game is performed at each moment. Corresponding
system vulnerability. It can be seen from the figure that in the
process of VPP accepting a certain instruction Pref scheduling,
the system vulnerability changes obviously at the beginning
stage, and gradually becomes fixed after a period of time;
meanwhile, as the Pref increases, the system vulnerability
gradually increases. Upgrade. This is because under the new
scheduling command, each DG will initially adjust its own
output quickly, and Pref is positively correlated with the value of
the scheduling command. According to this, the grid defender
can pre-arm according to the VPP scheduling situation, and
reasonably plan the investment timing of the defense resources
according to the vulnerability of the system.

It can be seen that the control system has strong fault
tolerance under a certain (structure, size) parameter
perturbation, and maintains the system's strong defensiveness.
According to the different definitions of performance, it can be
divided into stable robustness and performance robustness. The
defense robustness obtained in this study not only has its own
stable robustness, but also has performance robustness.

IV. CONCLUSION

In this paper, the reliability of CPS is studied, and an
automatic online evaluation method of CPS reliability based on
machine learning is proposed. In one step, the work mainly
focuses on CPS model, algorithm and implementation tools.

With the continuous development of CPS in recent years, the
development of high real-time, automatic and intelligent CPS
has gradually become the common demand of various
industries. With the application of information network
technology such as sensor, embedded processing, digital
communication, artificial intelligence and so on, the various
vulnerabilities and vulnerabilities in the information network
have seriously affected the safe operation of CPS, and have
caused great losses while improving the performance and
efficiency of existing systems. With the maturity of artificial
intelligence technology, the application of artificial intelligence
in the field of network physical space credibility (AI CPS)
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cannot only improve the response speed and response speed of
various threats in cyberspace, but also improve the
predictability and accuracy of risk prevention in an all-round
way. Therefore, artificial intelligence technology has been fully
applied in the field of CPS, and has played a great potential in
dealing with all kinds of human integrity problems in the
intelligent era.
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